550Flush Readme (Version 1.0).

Introduction.

The simple mail transport protocol (SMTP) is at the heart of all email delivery on the internet.  It is an open, straightforward protocol that is readily implemented on almost any computing platform.  The relative ease at which an SMTP server can be deployed has also exposed its biggest weakness, as it is a trivial task to inundate innocent email servers with thousands of unwanted spam messages.  As spam has proliferated to dominate internet email traffic, the criticism of SMTP has also increased, and countless different solutions to solving the spam problem have emerged.

What is 550Flush?

550Flush is a tool that can end incoming spam to your mail server.  It leverages existing commands in SMTP (reference RFC 821) to enforce whitelist based email delivery to your mail server.  This approach allows your server to receive only email from senders who are on your permitted list (the whitelist).  The premise is that there is a relatively finite amount of senders from which you actually want to receive email.  However, 550Flush can also be configured to receive email from senders that are not explicitly on the whitelist, as explained below.

How does 550Flush work?

550Flush is designed to run on a server that resides between the internet and your actual email server.  The software is configured on port 25 as an SMTP service.  Your domain’s MX record is setup to point to the IP address of the 550Flush server instead of your email server.  Each email message that is destined to your domain is first validated by 550Flush using the whitelist.  If the validation passes, 550Flush then accepts receipt of the email message and forwards it on to your actual email server.

The key to the effective operation of 550Flush is its immediate acceptance or denial of email messages that are destined for your domain.  At the onset of an SMTP delivery attempt to 550Flush by a remote email server, 550Flush will only permit message delivery if any of the following conditions are met:


1. The sender is on your whitelist.

2. The sender is using a valid recipient token address.

3. The recipient address is a pass-through address.

If any of these conditions are met, 550Flush will receive the message, and pass it to Microsoft’s IIS SMTP service, which will send it to your actual email server.

If none of these conditions is met, 550Flush will negate delivery of the message with an SMTP error response.  This response will include a recipient token address, which a legitimate sender can use one time for successfully delivery of an email message to the original recipient.

This approach to blocking spam is significant for the following reasons:


1. The sender is blocked from delivering the actual contents of the unwanted message, thus your internet connection bandwidth is conserved.

2. Since your email server never receives the unwanted message, there are no server resources consumed.

3. The sender sees the delivery attempt as an SMTP error, which will cause the recipient’s address to appear as an “invalid user” to automated spam systems.

4. It is 100% clear that the email message was received or rejected by the recipient’s email server.  There is no margin of error due to “false positives”, which can plague other spam rejection systems.

In practice, we have seen client companies operate with a 50:1 spam to legitimate email ratio!  The human timesaving alone justifies this approach to ending spam.

System Requirements.



Microsoft Windows 2000 Professional/Server/Advanced Server.


Microsoft IIS SMTP service installed (at a port other than 25).

Installation.

Note:  you must run this installation from a Command Prompt.  The installation also requires that you are logged in to your server with local administrator privileges.

1. Verify that Microsoft IIS SMTP is running at a port other than 25 (such as 2525).  This setting is found in Computer Management/Internet Information Services/SMTP Virtual Server/Properties/General/Advanced.  If you need to change this value, you will also need to stop and restart IIS.

2. Configure Microsoft IIS SMTP to use a smart host (your actual email server) for all email delivery.  This setting is found in Computer Management/Internet Information Services/SMTP Virtual Server/Properties/Delivery/Advanced).  Enter the name or IP address of your email server.  If you enter an IP address, use brackets to improve delivery performance.  For example:  [10.0.0.21].

3. From the Command Prompt, create a directory in which the 550Flush service and its support files will reside.  For example:  C:\550Flush.

4. Extract the files from the distribution zip file into this new directory.

5. From the Command Prompt, change to this directory and run the installation program, install.exe.  This program will register the 550Flush service in Windows Service Control Manager and create a configuration file, 550Flush.ini.

6. If needed, edit the 550Flush.ini file (see 550Flush.ini Settings for details).

7. In Control Panel/Administrative Tools/Data Sources (ODBC), create a Microsoft Access System DSN called “550Flush”, which points to the 550Flush.mdb file in the directory that you created in step 3.

8. Add whitelist information records to the 550Flush.mdb Access database (see 550Flush.mdb Settings for details).

9. Start the 550Flush service via Control Panel/Services or via the Command Prompt:  “net start 550Flush”.  Program startup information (as well as any errors) will be logged to the 550Flush.log file in the directory that you created in step 3.

10. Update your domain’s MX record to point to the IP address of the 550Flush server.

Once the 550Flush service is running and the MX record changes occur, delivery of email from the internet will be attempted to the 550Flush server.  The 550Flush server will accept delivery of email only if:

1. The sender is in your whitelist.

2. The sender is using a valid token address.

3. The recipient address is a pass-through address.

In all other cases, 550Flush will negate delivery of the message with an SMTP error response.  This response will include a token address, which a legitimate sender can use to successfully delivery an email message.

If you want to remove 550Flush from your server, stop the 550Flush service, change to the 550Flush directory, and then run “install -d”.

Troubleshooting.

The 550Flush service will not start if it encounters fatal errors during initialization.  All execution status and errors are logged to the 550Flush.log file.  Consult this file for additional information.  Typical problems include:

1. Incorrectly setup DSN.  Verify that the DSN to the 550Flush database is configured properly in Control Panel.

2. Microsoft IIS SMTP is also running at port 25.  Change this service to run at another port other than 25, for example:  2525.

Technical support is available at www.550flush.com.

Licensing.

The evaluation version of 550Flush is fully functional with the following exceptions:


1. Operation of the 550Flush service will terminate after 30 days.

2. Only one domain may be protected by 550Flush.

3. The database type is limited to Microsoft Access (no SQL server support).

4. Only one simultaneous receive thread is created.

To register this product and obtain a valid license key, go to www.550flush.com.

550Flush.ini Settings.

All operational settings for 550Flush are stored in the 550Flush.ini file.  For normal operation, you should not have to change any settings.  Note that if you change any settings in this file, the 550Flush service must be stopped and restarted for the changes to take effect.  The following list describes all of the settings:

dbname
The 550Flush database name.  This value is either the filename of the Microsoft Access file, for example:   “550Flush.mdb”, or the SQL server database name.

dsn
The data source name (DSN) that is setup for 550Flush in Control Panel/Administrative Tools/Data Sources (ODBC).  For example:  “550Flush”.

license
The license string for 550Flush.

logging
Enable or disable connection logging.  By default, logging is enabled (logging=1), so all SMTP connections into 550Flush are logged to the 550Flush.log logfile.  Set this to logging=0 to disable logging.

mailextension
The file extension that is appended to received email message files that are written to the mailpickup directory.  The default is “.eml”.

mailpickup
The directory path where 550Flush writes received email message files.  By default, this is the Microsoft IIS SMTP pickup directory, for example:  mailpickup=C:\Inetpub\mailroot\Pickup\, but this can be changed to support other IIS install locations.

pass
The password that is used by 550Flush when connecting to a database source (such as SQL server) via the DSN.

user
The user name that is used by 550Flush when connecting to a database source (such as SQL server) via the DSN.

receivethreads
The maximum number of simultaneous receive threads that 550Flush will create to receive incoming email messages (one thread per message).  For really busy email servers, 100 is a good choice.

550Flush.mdb Settings.

The 550Flush database consists of three tables, which include the following:

tbl_email_domain_list
This table contains one record for each domain that 550Flush will protect.

tbl_email_permit_list
This table contains the whitelist of email addresses from which 550Flush will accept delivery.

tbl_email_resend_list
This table contains the recipient token addresses which senders can use to successfully deliver email.  Token addresses that are more than 10 days old are deleted by 550Flush.

To setup a new domain in the 550Flush database, open tbl_email_domain_list and add a record for your desired domain.  The table columns are as follows:

DomainID
auto-generated ID number for the domain to be added.


domain

your actual domain name, for example:  550Flush.com.


password
password used by the web administration interface.

Once the new domain is added, record its DomainID, then open tbl_email_permit_list and add whitelist records as follows:

RecordID
auto-generated ID number for each whitelist record.


DomainID
the ID number of the domain from tbl_email_domain_list.


address

the whitelist address (see below for details).


createdate
optional date created for your reference.


hitcount
incremented by 550Flush for each email processed by this record.


lasthit

update by 550Flush when email is processed by this record.


note

notes area for you to save any additional information.

There are three types of addresses that may be added to the address column of tbl_email_permit_list. These address types are as follows: 

1. Permitted Domain Address: this address is a domain name, for example: 550Flush.com, for which email will be accepted to your domain. 

2. Permitted User Address: this address is a full user email address, for example: support@550Flush.com, for which email be accepted to your domain. 

3. Unconditional Recipient Address: this address is a user name in your domain, for example: info@yourdomain.com for which email will always be accepted from any sender. 

Email that is sent to your domain from any address that is not contained in this table will be blocked. The sender will receive information which explains how to successfully resend the email message to the target user(s) at your domain. 

