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Introduction

Congratulations, you have just downloaded Employee Desktop Live Viewer, the best tool to monitor
activities of many computers from one central location.

Employee Desktop Live Viewer software is very easy to use and is a complete solution to track
activities of computers remotely. It becomes the perfect solution for System Administrators, Managers,
Companies of large-medium-and small scale to track activities which could be harmful to any
organization.

This powerful tool helps you to track any computer on Network and provides complete information of
the activities performed by users. It provides two setup files, first the Viewer setup and second, the
Agent setup.

Viewer setup is installed on the Server computer which will monitor the computer activities and the
Agent setup will be installed on the remote target computer(s) for which monitoring has to be
performed. The Agent can be installed remotely (with administrative rights only) and manually to the
computer systems.

Employee Desktop Live Viewer also provides options to create Online and Offline recordings where
the activities can be recorded and saved to AVI files for future references. To promote stealth or the
invisible monitoring of target computer(s), we facilitate you with the options whether or not to inform the
users about the monitoring of their activities.

With Employee Desktop Live Viewer, you can be assured to have the most advanced, quick and
accurate, and reliable monitoring of user activities.
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Interactive Messages

To notify important information and instructions which provides additional help information, we have
used interactive messages illustrated through a set of symbols which will guide you to the key
information and settings:

Symbol Name Description

Help Provides help information related to the action and
recommends options which can be performed to avoid any
unpleasant situation.

Information Provides information about the results of a command. It offers
no choice to the users.

Note Provides important points which need to be considered for the
proper execution of any action.

Warning Informs the user about a situation that may require a decision.

@©@@2=Q
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Minimum System Requirements

Employee Desktop Live Viewer software requires minimum system requirements to run which are as
follows:

Operating System: Windows Vista, Windows XP 64-bit/XP 32-bit, Windows NT/2000, Windows
98/ME.

RAM: 128 (256 recommended)
Disk Space: 100MB free disk space

Disk Space to Save the Recordings: Both the Server and Client computer(s) should have
500MB of free disk space to save the Online and Offline Recordings.

@ Employee Desktop Live Viewer will face difficulties in performing and saving
the Online and Offline recordings which are scheduled by the administrator, if the Server
and Client computer(s) do not meet the minimum disk space requirements.

It is recommended that administrators should use a spare hard disk of 50 GB to
60 GB to save the recordings performed with Employee Desktop Live Viewer.
Software utilizes more disk space to save the captured images.

Network Speed: Network Cable and Network Speed should be in very good condition. Employee
Desktop Live Viewer gathers entire information through Network. For this it needs good configuration
and working of the Network. If the Network requirements for the software prove insufficient then the
administrator can face the instances of disconnected mode, and freeze screen.

Employee Desktop Live Viewer 5

Website: http://www.nucleustechnologies.com | Support Center: http://www.nucleustechnologies.com/supportdesk/




Installation Guide

Section 1: Installation of Viewer




Installation Guide

Install Viewer of Employee Desktop Live Viewer

This section covers the step to install Viewer on the Server computer.

It is as simple to install, as you install any other software setup on your computer. Here you need to
install the Employee Desktop Live Viewer Software Setup on the Server computer which will be used to
monitor target computer(s).

When you download Employee Desktop Live Viewer software setup file from our website, it consists of
two executable files: EmployeeDesktopLiveVieweAgentSetup.exe and
EmployeeDesktopLiveViewerSetup.exe.

The EmployeeDesktopLiveViewerSetup.exe is installed on Server computer and
EmployeeDesktopLiveVieweAgentSetup.exe is installed on remote target computer(s). Install the

Viewer of Employee Desktop Live Viewer

1. Double click the EmployeeDesktopLiveViewerSetup.exe icon.

2. Setup — Employee Desktop Live Viewer window will appear.

K] Setup - Employee Deskiop Live Viewer

Kernel Welcome to the Employee
Employee Desktop Desktop Live Yiewer Setup
Live Viewer wWizard

This will install Emplaves Deskkop Live Yiewer 11.01.01 an your
compuker,

1t is recommended that you close all other applications before
continuing.

Click. Mext ko conkinue, or Cancel ko exit Setup,

uext:b |[ Cancel

Click the Next button to continue with the installation.
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[K] Setup - Employee Desktop Live Viewer |Z||E|g|

License Agreement
Please read the Follmwing important information before continuing. Y
Ll

Flease read the following License Agreement, You must accept the terms of this
agreement before continuing wikth the installation,

icense Agreement s

Employee Deskiop Live Yiewer is Copyright © by Lepide Software Pyt Led,
all Rights Reserved

‘Your Agreement to this License

ou should carefully read the Following terms and conditions before using,

installing or distributing this software, unless you have a different license

agreement signed by Lepide Software Pyl Lid. bl

OI accept the agreement
(%11 do not accept the agreement

3. Accept the License Agreement by selecting | accept the agreement and click Next
button to continue.

fiet Setup - Employee Desktop Live Viewer E||E|E|
Select Additional Tazks
W'hich additional tazks should be performed’? Y
Ll

Select the additional tazks you would like Setup to perfarm while inztalling Employes

Dezktop Live Yiewer, then click Mest.

Additional icons:
‘Create a dezktop icon
[] Create a Quick Launch icon

[ < Back ” Mest » ][ Cancel ]

4. Select the Shortcut icons: Create a desktop icon or Create a Quick Launch icon and click
Next button to continue.

Employee Desktop Live Viewer 8

Website: http://www.nucleustechnologies.com | Support Center: http://www.nucleustechnologies.com/supportdesk/




Installation Guide

et Setup - Employee Desktop Live Viewer E”E'E'
Ready to Install
Setup iz now ready to begin installing Employee Dezktop Live Yiewer on your
conputer. Z

Click Inztall bo continue with the ingtallation, or click Back if you want to review ar
change any settings.

Additional tasks:
Additional icons:
Create a desktop icon

[ < Back ]l Install |[ Cancel

5. Click the Install button to start the process of installing the Viewer.

o Setup - Employee Desktop Live Yiewer,

Installing
Fleaze wait while Setup installs Employee Deskbop Live Wiewer on vour computer.

t

Extracting files...
C:AProgram FileshEmplovee Dezktop Live Wiewer\EmplopeeD eskiopliveliewer. exe

After successfully installing the setup, the Setup wizard will display the following screen:
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K] Setup - Employee Deskiop Live Viewer

Kernel Completing the Employee Desktop
Employee Desktop Live Viewer Setup Wizard
Live Viewer

Setup has finished instaling Emploves Deskkop Live Yiewer on
wour computer, The application may be launched by selecting
the installed icons.

Click. Finish to exit Setup,

=

L aunch Employves Deskbop Live Yiewer!

6. Select Launch Employee Desktop Live Viewer to launch the Viewer. If you want to launch the
Viewer later then do not select this option.

7. Click Finish to complete the installation process.

The main window of Employee Desktop Live Viewer will get launched. You need to start with
Registration of Computer(s) from Network to start the process of monitoring.
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Introduction

The agent of Employee Desktop Live Viewer software is the medium between Server computer and
Target computer(s) that are selected for the monitoring of their activities. The agent transfers required
information to the Viewer which then displays those activities on its screen.

Employee Desktop Live Viewer provides two ways to install the Agent on target computer(s):
Remote Installation and Manual Installation.

Steps to install Agent with both options are discussed below.
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Install Agent Remotely

This section covers the steps to install agent from Viewer on the remote target computer(s). Before

starting to install the agent of Employee Desktop Live Viewer remotely to the target
computers, the administrator must ensure that the Windows firewall and installed anti-virus are turned

Off. (View the section to configure the antivirus settings)

Launch Viewer of Employee Desktop Live Viewer on Server computer.

Register computers for monitoring. (it is mandatory)

On the Options menu, click Install Agent or click the Install Agent button from the Getting
Started Section of main window. The Install agent on registered computer(s) dialog box will

appear:
[K]| Install agent on registered computer(s) E|
Select the Computer(z] where you want to install the agent and click the Install button. Pleaze note that vou zhould
have admin rights to inztall the agent software remately on target computer(z).
[]5elect Al
Cormputer M arme P Address |ngtallation Status Darmain & Wwiarkgroup
[ ] ““MDRWEBR27- 192168.50.91 Mat Installed
WHDRWER 26- 192.168.50.88 Mat Installed
] “WNDRWEB23- 192.168.50.83 Mot Installed
G Yiew Help Contents [ Ihztall ] [ Cloze ]

4. The dialog box displays the list of Computer(s) from Network where Agent is not installed with
their IP address and Domain name. Select the Computer Name where you want to install the

Agent and click Install button.

The Server computer should have administrative privileges to access the
remote computer(s). Complete administrative rights are required to install the Agent
remotely to target computer(s) on Network.
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The information box will appear:

Employee Desktop Live Viewer X

\?{) ou are about ko install Agent to the remote Computer(s), Do you wank to continue?,

| Tes | [ Mo ]

5. Click Yes to continue with the agent installation and No to cancel. When you click Yes, software

displays the Login window:

Select the Computer(s] where wou want boinstall the agent and click the Install button. Pleaze note that you ghould
have admin rights toingtall the agent zoftware remately on target computer(s].

Select Al
Computer Ma

WWHDRWE
[] “\NDRWE

Enter User Mame : | |

Enter Pagzward : | i |

k. l [ Cancel

Getting Login Intarmation. Flease Wait...

(FERSRRRRREENNRRRRRRRRNARRRREEN AR RERNNRRSSNE N RRSNRE NN RRRRRERERE)

9 YWiew Help Contents

Type the User name and password of target computer that has been selected for remote agent
installation and click the OK button.

If the login details are correct then the software will display the success message for agent installation.

If software faces difficulties in installing the agent setup, then the following message will be displayed:
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Employee Deskiop Live Viewer D_<|

Cannot copy the MUAQenE. exe on YWMDRWEEST-
Installation of the Agent Failed, please check the Metwork connections and rekry,

This message requires check of the following: . Login details of the target computer.
B Network connectivity
. Working of the target computer (Closed, Restarting)

The agent will successfully get installed to the remote target computer with the remote method of agent
installation.
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Install Agent Manually

Agent of Employee Desktop Live Viewer software can be installed to the target computers by copying
the agent setup file to the system drive and install the application by executing it manually.

1. Copy the agent setup to a drive location on target computer:
2. Double-click the setup file. Setup installation screen will appear:

K] Setup - Employee Deskiop Live Viewer Agent

Kernel Welcome to the Employee
Employee Desktop Desktop Live Yiewer Agent Setup
Live Viewer wWizard

This will install Emploves Deskkop Live Yiewer Agent 11,0201
an yaur compuker,

1t is recommended that you close all other applications before
conkinuing.

Click Mext ko continue, or Cancel ko exit Setup,

Mext = |[ Cancel

3. Click the Next button to continue.
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EEX

Ready to Install

Your cormputer.

Setup iz now ready to begin installing Employee Dezktop Live Yiewer Agent on

Click Inztall to continue with the ingtallation,

K,

< Back ]l Install |[ Cancel ]

4. Click the Install button to continue. Software will start installing the agent.

5. Click the Finish button. The process of installing the agent is complete.

K] Setup - Employee Deskiop Live Viewer Agent

Kernel

Employee Desktop
Live Yiewer

=

Completing the Employee Desktop
Live Viewer Agent Setup Wizard

Setup has finished instaling Enmployee Desktop Live Yiewer
Agent on your computer,

Click. Finish ko exit Setup,

Launch Emplovee Desktop Live Wiswer Sgent

Employee Desktop Live Viewer
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Activate Agent

Employee Desktop Live Viewer provides two EXE files for Agent that run in Task Manager of
the target computer: services.exe and svchost.exe. Both the EXE's should be in running state on the
target computer for successful monitoring.

To activate Agent
1. Double-click My Computer icon from the desktop.
2. Select the drive where Windows operating system is installed. (here we will select the drive C)

3. Double-click the C drive and select the Windows folder. Double-click the selected folder to view
the folder contents.

Select and double-click the System32 folder to view its contents.
Find the folders: ZX_Ag and ZX_Wh.

Select and double-click the ZX_Ag folder to view the folder contents. It will contain two items:
KernelSettings folder and services.exe

Select and double-click services.exe. The Agent will get activated on the target computer.

Similarly the svchost.exe can be activated from the ZX_Wh folder.
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Introduction

The agent of Employee Desktop Live Viewer needs to be included in the Exclusion list of the Antivirus
program being used in your Organization. Some of the antivirus programs might conclude the agent as
a spy ware or ad ware.

This section explains the steps to unblock the agent where antivirus programs Symantec Norton and
Kaspersky Internet Security are used. The steps to unblock agent on Windows firewall are also
illustrated.
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Windows Firewall

Windows firewall needs to be turned OFF or ON for the proper installation of the agent files on target

computer(s). If you select to enable the firewall then you need to include the agent files to Exclusion list
of Windows Firewall.

If the Windows Firewall is turned OFF /disabled then it is not required to include the agent files to
Exclusions list. Agent of Employee Desktop Live Viewer can be installed to the target computer(s) with
turned ON Windows firewall. Windows firewall if turned OFF may affect the computer from other viruses
and attacks.

Below mentioned are the steps to turn ON and OFF the Windows firewall and include the agent files to
Exclusions list for Windows operating systems:

B windows xP
. Windows Vista
. Windows 7

For Windows XP:

When Windows Firewall | n N:
To unblock the agent

1. Run the Agent setup. As you start the installation, Windows firewall will alert you for this action.
2. In Windows Security Alert window, click the Unblock button.

%= Windows Security Alert @

To help protect pour computer. Windows Firewall haz blocked
some features of thiz program.

Do you want to keep blocking thiz program?

M arne; MUAgent
Publizher: Lepide Software Pt Ltd

k.eep Blocking ] [ nblock, ] [ Agk Me Later

Yindows Firewall haz blocked this program from accepting connections from the
[nternet ar a netwark. [F you recagnize the program or st the publizher, vou can
unblock. it. “When should | unblock a program?
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The NUAgent will get added to the Exceptions list of Windows Firewall:

= Windows Firewall

General | Exceptions | Advanced

Windows Firewall iz blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions allows some programs
b wark, better buk might increase your securty righ.

Programs and Services:

Marme

& fgent
File and Printer Sharing
Google Talk

Microzaft Office Outlook
MU &gent

vl Hemote Agzsistance

[ Remote Desktop

O UPAP Framewark,

| addPogam.. | | addPat. ||  Edt. || Delete

Dizplay a notification when \Windows Firewall blocks a program

What are the risks of allowing excephions?

[ ak. ] [ Canicel

Alternatively, the Agent files can be added to the Exceptions list through the Add Program...
button.

To add the agent files to exclusion list

In the Windows Firewall window, click the Add Program... button.

2. Inthe Add a Program window click the Browse button and select the following paths one by
one:

%Windows%\System32\Zx_Ag\Services.exe
%Windows%\System32\Zx_Wh\Svchost.exe
3. Click OK to close the window.
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Turn OFF Windows Firewall:

To turn off Windows firewall
1. Click the Start button, and then click Control Panel.
2. In the Control Panel window, double-click Windows Firewall.

3. In the Windows Firewall window, select the option Off (not recommended) and click the
OK button to close the window.

The agent and agent files have been successfully unblocked and added to the Exclusions list of the
Windows firewall.

For Windows Vista:
When Windows Firewall | n N:

Below mentioned are the steps to install agent where Windows firewall is kept ON: To unblock the
agent

1. Run the Agent setup. As you start the installation, Windows firewall will alert you for this action.
2. In User Account Control window, click the Allow option to allow the installation of agent setup.

| User Account Control

|""?_y Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name: EmployeeDesktopliveViewerSetup exe
Publisher: Unknown
File origin: Hard drive on this computer

Program location: "ChAUsers\WinT\Desktop\Agent\EmployeeDesktopLiveV
SSPAMMNWND=5602C0 /NOTIFYWND=59032E

A) Hide details Yes || Mo
Help me decide Change when these notifications appear

After this the agent setup will get installed to the target computer system. You need to include the Agent
files to exceptions list of the Windows firewall so that it will not block the agent from functioning.

To add the agent files to exclusion list
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1. In Control Panel, click the Security option.

To open Security window, click Start, click Control Panel and then double-click the
Security option. In Security window, double-click Windows Firewall.

2. In the Windows Firewall window, click the option Allow a program through Windows
Firewall from the left panel.

3. Windows will ask your permission to change the Windows Firewall Settings. Click
Continue to provide the confirmation of your action.

In the Windows Firewall Settings window, select the Exceptions tab.

Click Add program... button to add the agent files for exclusion. In the Add a Program window
browse and list the files from the following location:

%Windows%\System32\Zx_Ag\Services.exe
%Windows%\System32\Zx_Wh\Svchost.exe

P =

ﬁ Windows Firewall Settings

Exceptions control how programs communicate through Windows Firewall, Add a
program or port exception to allow communications through the firewall.

Windows Firewall is currently using settings for the private network location.
What are the risks of unblocking 3 program?

To enable an exception, select its check box;

Program or port

[ remote Event Log Management
[Jremote Scheduled Tasks Management
[JRemote Service Management
[Jremote Yolume Management

[ R outing and Remote Access

services
LI SMMP Trap
svchost
LI'Windows Collaboration Computer Mame Registration Service
[ Windows Firewall Remote Management

[ Windows Management Instrumentation (WML}

m

[ wWindows Media Player
Tttt i Blmdin Tlessme Blebmels Closime Cmeie- b
l Add program... ] | Add paort... | [ Properties ] Delete

[¥] Motify me when Windows Firewall blocks a new program

(oo ][ cancel ]| ooy

The agent files will get added to the list. Click OK to close the window.

When Windows Firewall is turned OFF;

To turn off Windows firewall
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Click the Start button, and then click Control Panel.
In the Control Panel window, double-click Security and then select Windows Firewall.

3. In the Windows Firewall window, select the option Turn Windows Firewall on or off
from the left panel.

4. Windows will ask your permission to change the Windows Firewall Settings. Click
Continue to provide the confirmation of your action.

In the Windows Firewall Settings window, select the General tab.
Now select the Off (not recommended) option and click the Apply and OK buttons.

The agent and agent files have been successfully unblocked and added to the Exclusions list of the
Windows firewall.

For Windows 7:

When Windows Firewall i n N:

Below mentioned are the steps to install agent where Windows firewall is kept ON: To unblock the

agent

1. Run the Agent setup. As you start the installation, Windows firewall will alert you for this action.
2. In User Account Control window, click the Yes button to allow the installation of agent setup.
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User Account Control @

lkgj’] An unidentified program wants access to your computer

Don't run the program unless you know where it's from or you've used it
before,

EmployesDesktopLiveViewerSetup exe
Unidentified Publisher

2 Cancel

I don't know where this program is from or what it's for,

<+ Allow

trust this program. I know where it's from or I've used it before.

() Details
User Account Control helps stop unauthorized changes to your computer,

After this the agent setup will get installed to the target computer system. You need to include
the Agent files to exceptions list of the Windows firewall so that it will not block the agent from
functioning.

To add the agent files to exclusion list

1. In Control Panel, open System and Security or Windows Firewall.

To open System and Security, click Start, click Control Panel and then double-click the
System and Security option. In System and Security window, double-click Windows Firewall.

2. In the Windows Firewall window, click the option Allow a program or feature through
Windows Firewall from the left panel.

3. In the Allowed Programs window, click Change Settings button to enable the Allow
another program... button.

4. Click Allow another program... and then browse and list the agent files from following
location:

%Windows%\System32\Zx_Ag\Services.exe
%Windows%\System32\Zx_Wh\Svchost.exe

The agent files will get added to the list. Click OK to close the window.
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anel P |

P

Search Control

©—Qvlo <« Windows Firewall » Allowed Programs v | 5 '

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program te communicate? & Change settings

Allowed programs and features:

Name Home/Work (Private) Public #
[JiSCSI Service O O
[0 Media Center Extenders O O
[ Netlogon Service O 0O —
[Vl Network Discovery W v l ’
NUWatch |
[ Performance Logs and Alerts O O
Remote Assistance O
[J Remote Desktop O O
[ Remote Event Log Management O O
[JRemote Scheduled Tasks Management O O
[J Remote Service Management O 1 K>

[ Details... ][ Remove J

[ Allow another program... ]

[ oK H Cancel ]

To turn off Windows firewall
1. Click the Start button, and then click Control Panel.
2. In the Control Panel window, double-click System and Security or Windows Firewall.

3. In the Windows Firewall window, select the option Turn Windows Firewall on or off
from the left panel.

4. In the Customize Settings window, select the option Turn off Windows Firewall (not
recommended).
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o[« WndowsF.. » Cosomiesetiogs —~ 47| Il

Customize settings for each type of network

You can modify the firewall settings for each type of network location that you use,
What are network locations?

Home or work (private) network location settings
@ 7 Turn on Windows Firewall
[ ] Block all incoming connections, including those in the list of allowed programs

[7] Motify me when Windows Firewall blocks a new program

@ @ Turn off Windows Firewall (not recommended)

Public network location settings
@ 73 Turn on Windows Firewall

[ ] Block all incoming connections, including those in the list of allowed programs

[7] Motify me when Windows Firewall blocks a new program
@ @ Turn off Windows Firewall (not recommended)

5. Click OK to close the window.

The agent and agent files have been successfully unblocked and added to the Exclusions list of the
Windows firewall.
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Other Antivirus Applications

Antivirus software installed in the computer may block the Employee Desktop Live Viewer program.
Antivirus software may recognize the Employee Desktop Live Viewer as Spyware.keylogger, which is
considered possible threat to the computer and data stored within.

To successfully install and use the software, some configurations need to be done in the Antivirus
program.

Norton Antivirus

Here, we tell you the process of configuring Norton Antivirus 2011 for seamless installation of viewer
and agent files of the Employee Desktop Live Viewer.

After downloading the setup files of the Employee Desktop Live Viewer, when you extract them, the
Norton Antivirus displays the following message:

Z~. Auto-Protect blocked
@ security risk
Spyware.Keylogger. Your
computer is secure.

View Details

The message clearly indicates that the Norton Antivirus has recognized the Employee Desktop Live
Viewer software as Spyware.Keylogger; therefore, it has been blocked from extraction. To seamlessly
extract the setup files, you need to add the software folder in the exclusion list of the Norton Antivirus
program.

To add the software folder having setup files, to the exclusion list of the Norton Antivirus program,
execute the following steps:

1. Start the Norton Antivirus program. The main page of Norton Antivirus 2011 appears, as shown
below:
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= R

Leave Feedback Nortan Account Help & Support »

nl/ .

Computer Settings

Scan Now » Insight Protection Detail
History & Quarantine Antivirus

Antispyware

SONAR Protection

Network Settings

Vulnerahility Protection Intrusion Prevention

Network Security Map Email Protection
Browser Protection
Download Intelligence

You have 80 days of subscription remaining Express Renewal

2. Inthe Computer section, click Settings. The Settings window appears, as shown below:

@senos =
Settings Help & Support »
Use Section Defaults 4
=
Computer Scans Configure [+ 2 K
Compressed Files Scan & 0n
Data Extraction Limit = On
Remove Infected Compressed Files <~ 0n
Microsoft Office Automatic Scan = Off
Rootkits and Stealth lterns Scan <~ 0n
Heuristic Protection O Automatic
Low Risks TR Ask Me
Tracking Cookies Scan &0 Remove
Idle Time Scans Weekly n
Number of threads for manual scan Auto n =
Exclusions ?
Scan Exclusions Configure [+
Signature Exclusions Configure [+]
Insight Network — On ?
Scan Performance Profiles — =0 Standard Trust j? ]
Real Time Protection ? <
t'; Network Settings
: - Miscellaneous Settings )
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3. Click Configure [+] beside Scan Exclusions in the Exclusions section. The Scan Exclusions
dialog box appears, as shown below:

@ scan Exclusions

p X
Scan Exclusions Help

Scan Exclusions

\System Yolume Information),

E:\EDLV\edly

(T [ T
Real Time Protection Exclusions

E:\EDLYiedly

In the “Scan Exclusions” dialog box, you see two sections- Scan Exclusions and Real Time
Protection Exclusions. In both sections, you have to add the folder in which you are extracting the
setup files of the Employee Desktop Live Viewer software. You also need to add the software
installation folder in both sections.

Software installation path depends on the logical drive. For example, if the operating system is installed
in C: then the software installation path will be:

C:\Program Files\Employee Desktop Live Viewer

4. To add the folders, click the Add button in each section one by one and browse the folders.

<meta name="author" content="Lepide Software Private Limited, New Delhi, India" />
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@ Scan Exclusions

- X
Scan Exclusions Help

\System Yolume Information),
E:\EDLV\edlv

C:\Program Files\Employee Desktop Live Yiewer

YT | e
Real Time Protection Exclusions

E:\EDLV\edlv

C:\Program Files\Employee Desktop Live Yiewer

5. After adding the folders, click the Apply button.

After you have clicked the Apply button, the Norton Antivirus program will exclude the Employee
Desktop Live Viewer software from its list of Spyware.Keylogger allowing you to seamlessly install the
Viewer file of the software.

Now, you have to add the Agent file of the Employee Desktop Live Viewer software in the exclusion list
of the Norton Antivirus software.

Adding Agent file to Exclusion List

When you double-click the Agent file of the Employee Desktop Live Viewer software without adding it to
the exclusion list of the Norton Antivirus, you see the following message:

Norton X
oo Auto-Protect blocked
@ security risk

Spyware.Keylogger. Your
computer is secure.

View Details
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After getting this message, you must tell the Norton Antivirus that the Employee Desktop Live Viewer
software is not a harmful program. And for this, you need to add the Agent Installation folders to the
exclusion list of the Norton Antivirus program.

To add the Agent Installation folders to the exclusion list of the Norton Antivirus program, execute the
following steps:

1. Start the Norton Antivirus software. The main screen of the Norton Antivirus appears, as shown
below:

Norton AntiVirus

Leave Feedback Nortan Account Help & Support »

al/ .

Computer Settings
Scan Now » Insight Protection Details
History & Quarantine Antivirus
Antispyware
SONAR Protection
Run LiveUpdate

Network Settings

Vulnerability Protection Intrusion Prevention -

Network Security Map Email Protection =
Browser Protection -
Download Intelligence -

Protection You have 80 days of subscription remaining  [STICRSEIEAE

2. Click Settings in the Computer section. The Settings window opens up, as shown below:
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Settings
D Use Section Defaults v
i
Computer Scans Configure [+ 2
Compressed Files Scan =" 0On
Data Extraction Limit & On
Remove Infected Compressed Files &= 0On
Microsoft Office Automatic Scan == Off
Rootkits and Stealth ltems Scan &= 0On
Heuristic Protection — =0 Automatic
Low Risks CITRS Ask Me
Tracking Cookies Scan &S0 Remove
Idle Time Scans Weekly [~ |
Number of threads for manual scan Auto ' =
Exclusions ?
Scan Exclusions Configure [+
Signature Exclusions Configure [+
Insight Network & On ?
Scan Performance Profiles == Standard Trust ?
Real Time Protection ? &
o Network Settings 14
¥7  Miscellaneous Settings 2

3. Click Configure [+] beside Scan Exclusions in the Exclusions section. The Scan Exclusions
dialog box appears where you need to add the Agent installation folder. The dialog box comprises two
sections- Scan Exclusions and Real Time Protection Exclusions.

4. You need to add the Agent installation folder to both sections. To do this, click the Add button one
by one in both sections and browse to the following locations:

C:\Windows\system 32\Zx_Ag
C:\Windows\system 32\Zx_Wh

Note: Drive letter in the above path shall be changed with the drive letter where Windows operating
system in installed. For example, if the Windows is installed in D drive then the path will be:

D:\Windows\system 32\Zx_Ag
D:\Windows\system 32\Zx_Wh

5. Once the locations are added, they appear in the “Scan Exclusions” dialog box, as shown below:
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@ Scan Exclusions

Scan Exclusions

\System Yolume Information),

CAWINDOWSsystem32\Zx_Wh

CAWINDOWS!system32\2x_Ag

T [ T
Real Time Protection Exclusions

CAWINDOWS\system32\2x_Ag

CAWINDOWSsystem32\Zx_Wh

(ST g e

6. Click the Apply button.

After adding the Agent installation folder to the exclusion list, you need to add the Spyware.keylogger
signature to the Signature Exclusion list of the Norton Antivirus software. To do this, execute the
following steps:

1. Click Configure [+] beside Signature Exclusions in the Exclusions section. The Signature
Exclusions dialog box opens up.

2. Click the Add button. The Security Risks dialog box opens up, as shown below:
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Security Risks Excluded from Scan

Col

Ext

Ins

Sc:

Re:

d

All

Security Risks

Security Risks List

Spyware KeyExplorer

Spyware.KeyKey

Spyware.Keylogger

Spyware.KeyLoggerExp
Spyware.KeyloggerLite
Spyware.KeyloggerPro
Spyware.KeyLover
Spyware.KeyPlusPlus

Spyware.KeyProwler

Spyware.KeySleuth

o~

o

3. Select Spyware.keylogger in Security Risks List.

Norton IETINN

)
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4. Click the Add button. The selected Spyware.keylogger will be added in the Signature Exclusions

dialog box, as shown below:
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x|
Signature Exclusions Help

Security Risks Excluded from Scan

Spyware.Keylogger

[ Aa | | Remove | | Riskpetails |

5. Now, click the Apply button.

This way Norton Antivirus is completely configured for seamless installation and use of the Employee
Desktop Live Viewer software.

EDLV Agent add to exceptions (Symantec Endpoint Protection)

If we install the Agent setup file remotely to the computer where “Symantec Endpoint Protection” is
installed then it detects it Spyware.Keylogger and displays the following message:
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& Symantec Endpoint Protection is analyzing the risks.

Filename Risk Action Risk Type
@ services.exe Spyware.Keylo... Pending Analysis Spyware

In order to successfully install the Agent file in the computer, the file has to be excluded from the
blocked list of Symantec Endpoint Protection program.

The following steps illustrate the process:
1. Select the detected file form the Symantec Endpoint Protection Detection Results dialog box

and click Other Actions.
2. Then click Exclude followed by Close to exit the window

& Symantec Endpoint Protection is analyzing the risks.

Filename Risk Action Risk Type
@ services.exe Spyware.Keylo... Pending Analysis Spyware

Detals | [ Other posime -l oo
| Exclude
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3. The Agent setup file is added to the exception list of Symantec Endpoint Protection antivirus
software as displayed in the Exception dialog box of the Change Settings-Symantec Endpoint

Protection window.

Status
Scan for Threats

Change Settings ‘

View Quarantine
View Logs

LiveUpdate...

User-defined Exceptions }

Exception Item
Spyware.Keylogger

Exception Type
Security Risk Scans

| Configure Settings

Configure Settings |

Configure Settings ]

Configure Settings ]

Note: The agent file must be included to the exclusion list as soon as the Symantec Endpoint
Protection Detection Results message is displayed, because otherwise the antivirus will delete the

agent software.

4. Now, in the Exceptions dialog box, click Add...

5. Select Security Risk Exception and then click File.

Employee Desktop Live Viewer
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Status

Scan for Threats

|| Change Settings _
View Quarantine
View Logs

LiveUpdate...

Excepion: gt S

User-defined Exceptions

Exception Item
Spyware.Keylogger

Exception Type
Security Risk Scans

Action
Ignore

| S i | N 1

Security Risk Exception 4 Known Risks
SONAR Exception File
Application Exception Folder

Extensions

Web Domain

Configure Settings

Configure Settings

Configure Settings

Configure Settings

Configure Settings

Installation Guide

6. Now, add the Agent files (both services.exe and svchost.exe) so that they appear in the Exception
Items list of User-defined Exceptions.

| Change Settings
View Quarantine
View Logs

LiveUpdate...

C;\Windows \System32\Zx_Ag\services, exe
C:\Windows\System32\Zx_Wh\svchost.exe
Spyware Keylogger

Security Risk Scans

7. Toinclude the Agent files in both SONAR Exception and Application Exception type list select

them one by one and follow steps 5 and 6 as above. Both the services.exe and svchost.exe
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executables get added to the list of Security Risk Scans, SONAR and All Scans Exception type as
displayed below:

-E_Change Settings - Symantec Endpoint Protection

Exceptions

User-defined Excepkions |
Status
E:xceprion Ikem Exceprion Type Action
Scan for Threats CHWINDOWS system3Z|Zx_Agh* SOMAR, Ignore
. 7 CWINDOWS system3212x_Agiservices.exe All Scans Ignore
| Change Settings CHWINDOWS system32|Zx_wh* SONAR Ignore -
Vi ti CWIND WS svshem32| Zx_whisvchost e all Scans Igrore Configure Seftings ]
1ew Quaran ne CAWINDOWS swstem32) 2y _Whisvchost. exe Security Risk Scans Ignore
View Logs Spyware. Kevlogger Security Risk Scans Ignore
. Configure Settings
LiveUpdate... 9 9 ]
Configure Settings ]
< | & -
= = Configure Settings ]
[ )
Eono Delete
Security Risk Exception  # —]
SOMNAR. Exception 4
Application Excepkion Close ] [ Help ]
= . - Configure Settings ]

Symantec Endpoint Protection also treats the EDLV Viewer setup file as Spyware.Keylogger and
displays a security risk warning message.

To add the Viewer setup file in the Exception list of Symantec Endpoint Protection, follow the steps
mentioned below:

1. Select the detected file form the Symantec Endpoint Protection Detection Results dialog box
and click Other Actions.

2. Then click Exclude followed by Close to exit the window.
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@ Symantec Endpoint Protection Detection Results . - |D| _X]
iy
& Symantec Endpoint Protection is analyzing the risks.
| Filename | Risk. | Action
EmployeeDesktopliveViewer.exe Spyware.Kevlogger Pending Analysis
< | I
Rermoye Risks [Haw I Details | | Other fizkisas I 5&-5Can Close |
Exclude

3. The Viewer file gets added as an Exception Item under User-defined Exceptions tab.

Now, click Add and one by one select Security Risk Exception, SONAR Exception and
Application Exception respectively, followed by File.

5. Follow the same procedures as in case of Agent setup files. The viewer setup files get included in
all three Exception Type:

W Change Settings - Symantec Endpoint Protection

Exceptions

User-defined Exceptions

Status :
Exception Type
Scan for Threats ) am Fi M i nployeeDeskiopLiveViewsr.., A
| Change Settings ;
View Quarantine
View Logs

Corfigure Settngs

LiveUpdate... Configure Settings

Configure Settings

I3

Corfigure Settngs

[ Close ][ Help ]
’ - Configure Settings ]

v
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6. Finally, Close the antivirus software window & restart your computer. After the computer restarts,
the Agent setup file successfully connects to the Viewer.
Note: All the above steps must be performed to connect Agent software to the Viewer successfully and
for uninterrupted connection in future.

AVG Internet Security

Mentioned below are the steps to install EDLV Agent setup files by adding them to the Allowed List of

AVG Antivirus:

1. Launch AVG Internet Security antivirus program, click on Tools and then select Advanced

Settings option.

2. Inthe Advanced AVG Settings dialog box, expand Identity Protection node.

3. Select Allowed List. The Identity Protection Allowed List will get displayed in the right pane.

Lhinbmrs, s Uil

Advanced AVG Settings

File Componest=

W

£ appearance
= Sounds
= Ignore faulty conditions
=-§5 Identity Protection
dentity Protection settings

= PUP Exceptions
£ Linkscanner
Q Scans
[ Schedules
= {5, E-mail Scanner
= Certification
= Mail Filtering
esident Shield

>

Identity Protection Allowed list

Ttems that you decided were not harmful are placed in the 2lowed list so that they can

run without causing an alert

Lewvel Process path Date allowed

|~

£

Add

Fiemove

Femave Al

products

Virus DB: 13
(7} Default

Ok

Cancel

®  Apply

* W ]

Renshy - AVG Internet Security 2011

Upgrade to our best protection yet

= GET IT NOW

4. Now, click Add and select the Agent installation folder from the respective drive location:

%Windows%\System32\Zx_Ag\Services.exe %Windows%\System32\Zx_Wh\Svchost.exe

5. Once the folders are added, they will get displayed in the Identity Protection Allowed List.
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Lhinbmrs, s Uil

Advanced AVG Settings

Identity Protection Allowed list

grore faulty conditions Itemns that you decided were not harmful are placed in the Allowed list so that they can
run without causing an alert

dentity Protection

Lewvel Process path n] Add
=] EVWINDOWS, systermn 3242y _Agiservices, exe 7
=] EVWINDOWS, systern324Zx_whisvchost.exe 7 Remave

products

Remave Al

Schedules
-mail Scanner

Termporarily disable AVG protec Z

|~

.. - il | b3
< il | & — |

.\':r:. Drefault | @ QK | | Cancel | @ Apply j

AVG Internet Security 2011
Upgrade to our best protection yet

6. Click OK to exit the AVG Advanced Settings window.

This way, Agent setup files will get included in the Resident Shield - Excluded Items list of AVG
antivirus software and the software will not generate any alert, as shown below:
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File: Components Histary Taols Help

r -
w AVG . ¥ Advanced A¥G Settings

. Anti-Virus

FREE EDITION

Resident Shield — Excluded Items

gnore faulty conditions Fie Add Path
. . s
dentity Protection | DAWINDOWS | system32\Zx_Ag),

m Identity Pratection settings || DAWINDOWShsystemaziZx_whi Add File
Lllowed list

Resident Shield Wirus Wault

PUP Exceptions Edit Itern
®_ Scan now LinkScanner

.
i D"@ Seans Remave ltem

Scan options ) £3] % Schedules
=k = al Scanner R~
Certification -

Mail Filtering

#» Update now Ret
Last update: 6:00 P TH
Fo advanced Settings
Excluded Items

Prosey

Dial-up

LIRL

: . R4 42 Manage

Temporatily disable AWG protectiol
Product Impravernent Programme

Virus DB: 1516/3752
AVG version: 10,0,1390

AYG Internet Security 2011

L ]

ne. AVG Intd E

Upgrade to ol | = Default ‘@ 0K, || Cancel |@ Apply

Kaspersky Internet Security

The steps to install EDLV Agent setup files where Kaspersky Internet Security firewall is enabled are
illustrated below.

1. Launch the Kaspersky Internet Security antivirus program.

2. Click the Settings link from the right-most corner of the application. The Settings dialog box will
appear.
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Q | — X
INTERNET SECURITY 2012

KASPERYKY? m

Cloud protection Reports  Settings

Computer security is at risk

Pu Settings

" ] X gJ [ | Firewall @

o This Feature filters all network activity according to the specified rules,

rotection Center

f—

A ——— @ General Settings Enable Firewall
_ 7 File Anti-Wirus

Metwork rules
Mail Anti-Yirus

Metwork traffic rules allow or block daka transfer depending on the direction, transfer protocol,
W) Web Anki-virus destination addresses and ports,

9 M Anki-Yirus

Settings
7 application Contral
@ System Watcher Networks
&7 b ﬁ;‘ Disconnected
@ Proactive Defense -
[Z Other networks
B2 pebwork Attack Blocksr . )
& Internet Public network
'] s -
aotioRan [ Realtek 10/100,1000 Ethernet NIC
I anti-Banner AL 192,166, 10,25/24 (Local Area Connection) Laocal nebwork
Help Restore 0K Cancel Apply

3. From the Protection Center option, select Firewall. The Firewall settings will be displayed in the
right pane of the dialog box.

4. Under Network rules section, click Settings. The Firewall settings dialog box will appear.
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KASPERYKY# e

Cloud protection Rennrte  Sottinos

Fu Firewall

Application rules | packet rules

Groups and applications Permission | ... Traffic -
=) 12 Trusted v
[ MICROSOFT
] [ INTERMATIONAL BUSIMESS MACHINES
= A [C)KASPERSKY LAG
=+l [ INTEL -
+ MUwatch 0 bytes
- MUBgent Application rules... 428.7 MB
[PRELOAD EXE Restore settings 0 bytes
& ) FLock Delete from the list
@ ) Go0GLE Mawe to group
Low Restricted
4l [y APPLE
4l ) OPERA SOFT'WARE ASA
 [CIMOZILLA
I |2y ADOBE SWSTEMS scted
#l [C)LEPIDE SOFTWARE PYT
= 3 IEM
4l ) ALEXAMNDER ROSHAL
1 |y STELLAR INFORMATION SYSTEMS
1 [ CRYPEEY e

of -alowed @ - blocked - ackion request @ - different rules

High Restricted
Untrusted

Help 0K Cancel

Help Restore 0K Cancel Apply

5. Under the Application rules tab select All applications from the drop-down list box.

6. Now, select the installation folder which contains the Agent setup files (NUWatch and NUAgent).
7. Right-click on NUWatch. Select Move to group from the list and then select Trusted.

8. Click OK.

9. Repeat step 6 with NUAgent file as well.

This way NuWatch and NUAgent programs get added as trusted applications and are not blocked by
Kaspersky firewall settings.

Note: In case of Kaspersky antivirus, please turn off protection before installing Agent files to the
computer where it is installed. Otherwise it will delete the Agent & Viewer setup files quickly from their
locations.
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VIPRE Antivirus Premium

To add Agent files in the Exclusion list of VIPRE Antivirus Premium software, the following steps are to
be followed:

1. Launch VIPRE Antivirus Premium program and click on the Firewall tab.

2. In the firewall options select View Settings link to enter the firewall settings.

% VIPRE Antivirus Premium =3
File View Help

/] ®
/ Vl ‘ R E OVERVIEW |  SCAN FIREWALL MANAGE | Tools |
ANTIVIRLIS FREMILIM

Scan Status
Last scan: 771872011 5:30 PM Custom Scan Mow
Mext scan: 772972011 1:00 AM Deep Schedule Scans

Active Protection

Edit Setki
#ctive Protection is Enabled Edk oethings

MEDIUM

Take a quarded approach in your computing practices

Email Protection
Ernail Pratection is Enabled

Edit Settings

Risk Detection Statistics
Updates Update Mow Tokal
Automatic Updates are Enabled I

Edit Settings Scans completed 25
Definitions wersion: 9667 {(6,/23,/2011 6:00 AM) Out of date Risks cleaned by Scanner 0
Risks blocked by Active Protection 0
Risks blacked by Email Protection 0
Firewall Blocked by Firewall g9852
Firewall is Enabled Edit Settings Total risks cleaned or blocked 89852
wheb Filter is Enabled Reset Counts

Expiration Date: 7/28/2011

i@ HELP

3. The Settings dialog box will appear.
4. Select Firewall tab from the settings dialog box.
5. Under the Firewall section, click on the Exceptions button.

6. Inthe Firewall Exceptions dialog box, select Applications tab to see the list of firewall
exceptions.

7. Check for the existing entries of services.exe and svchost.exe applications.

a. If the entry already exists, select the entry and click Edit.
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b. If the entry does not exist, click Add... to search and add the application executables from the
respective drive locations.
8. The Add an Application Rule dialog box will appear.

‘#" YIPRE Antivirus Premium

File Wiew Help
‘%" Settines X
‘" Firewall Exceptions
Applications |F'0rts || Metwork || Gatewa_l,.ls|
i 7" Add an Application Rule X 3
L An Application Rule gives permissions to a specific program, Applications Rules take
precedence over the "Any other application” rule settings.
REE]
Application
A Any ather ap FP
i SBAMSve.E Path: | [ Browse. ., ]
SBAMULEXH
SBPIMSwcE
—] iexplore. exe
lzass exe Actions
H FEIVICES. exe Trusted Inbound | Allow w |
E winlogaon. exe
svchost exe Trusted Cuthound |F\||0w “ |
Services. exe
| avchost exe
) ! Mot-rrusted Inbound |.¢\Ilow vl Tatal
2 —
B Mot-trusted Outbound |F\IIow w | 13
L ]
i}
| adde oK [ Cancel l [ Help ] ]
P 55273
Q F J 55278
— [ LS ] [ Cancel Apply 7/5/2011
" or T L CATICET ] g TTE
@) HELP

9. The NUAgent application rule should be as follows:
e Path: %Windows%\System32\Zx_Ag\Services.exe
e Trusted Inbound: Allow
e Trusted Outbound: Allow
e Non-trusted Inbound: Allow
¢ Non-trusted Outbound: Allow
10. The NUWatch application rule should be as follows:
e Path: %Windows%\System32\Zx_Wh\Svchost.exe

e Trusted Inbound: Allow
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e Trusted Outbound: Allow
e Non-trusted Inbound: Allow

e Non-trusted Outbound: Allow

11. Click OK.

‘" YIPRE Antivirus Premium

File View Help

‘¢ Settines
%" Firewall Exceptions

Applications | Ports || Network | Gateways |
Adding an Applications Exception creates a rule, a program or application that has priority over @

the default settings for Applications. Default rules can be edited but cannot be deleted.

Mame Path Truzted In Trugted Ot LD
Any ather applica...  Any other application Block Allow Blc
SBAaMSwe EXE C:AProgram Files\Sunbelt SoftwareWIPRE Ao Allow Blc
SBaMUILE=E C:AProgram Files\Sunbelt SoftwareWIPRE Block Allow Blc
SBRIMSvc. EXE C:AProgram Files\Sunbelt SoftwareWIPRE Block Allow Blc
iexplore. exe CAPROGRAM FILES\ntemet Explorer Block Allaw Blc
lsazs exe C:AWINDOW S \apstem32 Block Allaw Blc
TEMVICES. BHE C:AWINDOW S \apstem32 Al Allaw All
winlogon. exe C:AWINDOW S \apstem32 Block Allaw Blc
svchost exe C:AWINDOWS \aystem32 Allaw Allaw All
SEMY RE C:\wWiINDD , : Aa Allow Allaw :
svchost exe CAWINDOWS Sapstem32iTs_WwW Al Allaw All
Tokal
< 3 25
u]
Add || Edi | [ Delete "
0
595852
89852

— Lok J[ Cencel Apply — | 7/28/2011
T o T1 L i Tren

‘@HELP

This way, the Agent setup files of the EDLV software can be set as an Exception Application in VIPRE
Antivirus Premium software.

Contact us:

If you face difficulties in downloading and extracting files with any other antivirus program of your
Organization then contact us at the below mentioned email address and phone numbers. Our Support
executive will guide you with complete downloading and installation of the software.

Email contact: support@nucleustechnologies.com
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Phone contact: +91-9818725861 and 1-866-348-7872 (Toll free for USA and
Canada users)
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Appendix A: Troubleshooting

Problem: Agent is installed on the target computer but the Viewer is facing problems in getting
connected to the target computer.

Solution: This happens mainly because of the slow Network connectivity. Other reasons could be due
to installed Anti-virus.

1. Check the network connection and its speed.

2. Enable Exclusion settings in the installed Anti-virus of the system and add the following to the
exclusion list:

a) %Windows%\System32\Zx_Ag\Services.exe b)
%W indows%\System32\Zx_Wh\Svchost.exe

Problem: | am unable to install Agent remotely to the target computer(s). Why is this happening?

Solution: To install the agent remotely on target computer(s), the target computer should be registered
with Employee Desktop Live Viewer software. After successful registration, select the option Install
Agent from the Options menu in Viewer.

The remote installation of agent can fail in the cases of . Incorrect login details of the target
computer(s). . Slow network connectivity and network speed.
. Inaccessible target computer(s) due to reasons like, turned off, or being restarted.

Problem: I am monitoring 10 computers, all was fine but after some time Viewer started displaying
disconnected message on the thumbnail of some computers. Why is this happening?

Solution: The disconnected message is displayed in four cases by the Viewer: . Computer being
monitored is closed.
. Computer being monitored is getting restarted.

. Network speed has decreased or there is some problem in Network connection. . You have
executed Refresh Agent or Refresh Viewer command.

Problem: Viewer is displaying disconnected message on the thumbnail of the computer being
monitored, whereas in real that computer is working absolutely fine. Is there any problem with the
Viewer or Agent?

Solution: This can happen due to slow network speed or the Viewer is not receiving proper signals
from the Agent of target computer(s). Either could be the case, please check your network connections
or refresh the Viewer and Agent.

Problem: | have uninstalled the Viewer and cannot find the registered computer(s) any more when |
reinstall it. Have | lost all the recordings for the computer(s)?

Solution: As you uninstall the Viewer of Employee Desktop Live Viewer, all the registered computer(s)
get unregistered and you are required to register them again. While uninstalling the

Employee Desktop Live Viewer 53

Website: http://www.nucleustechnologies.com | Support Center: http://www.nucleustechnologies.com/supportdesk/




Installation Guide

Viewer, setup asks you to whether you want to keep the settings of Online and Offline recordings? You
need to select Yes and the recording information will remain intact when the Viewer is reinstalled.

Problem: What is the meaning of colors displayed in the tabs of computer(s) being monitored through
the Viewer.

Solution: Viewer displays one main tab of All Computers and individual tabs of each computer that has
been added to the Viewer to be monitored.

The [REEIBBIBE sionifies that the Viewer is not connected to the Agent of computer being monitored i.e.
Disconnected

The Yellow color signifies that the Viewer is establishing the connectivity with Agent of the target
computer. It also appears when the network connection is slow and the Viewer is unable to receive
signals from the Agent i.e. Connecting...

The Green color signifies that the Viewer is connected with the Agent of the target computer i.e.
Connected

Problem: After installing the Agent, is it necessary to register the computers with the Viewer?

Solution: Registration of computer(s) that have to be monitored is an important step to initiate the
monitoring with Employee Desktop Live Viewer.

Following are the steps to get started with Employee Desktop Live Viewer:
1. Install Viewer
2. Register Computers in Viewer
3. Install Agent (Remotely or Manually)
4. Add Computer(s) to Viewer (only the registered ones)

After following these steps, you can start the monitoring of Network computer(s) with Employee
Desktop Live Viewer.
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Appendix B: Uninstalling

Un Install the Viewer

Viewer of Employee Desktop Live Viewer can be uninstalled in two ways from the computer system:
1. From Windows Start menu

2. From Control Panel

To uninstall from the Windows start menu

1. Click the Start button and then point to All Programs. Point to Employee Desktop Live
Viewer and then click Uninstall Employee Desktop Live Viewer.

2. Software will perform the Agent check on all the computers and will display the following
information box:

@ Uninstall Wizard - Check Installed Agents

Checking Agent on

Click Skip to stop the Agent check process.

3. A warning message will be displayed on the screen. Employee Desktop Live Viewer will confirm
your action to uninstall the software without uninstalling agents from network. Click Yes to
continue and click NO if you first want to remove agents from the network computers.

Employee Desktop Live Viewer X

\‘_?/ Are you sure you wank to uninstall the software 7

w

4. If you click "Yes" button, a warning message will be displayed. This message warns you that if

you have scheduled or created any recording; Online or Offline will get deleted with its complete
information.

5. Click "Yes" if you are sure for the action and a warning message will be displayed. This
message informs you that information about the locked and unlocked folders for Offline
recording(s) will also get removed.

6. Click Yes to finish the un installation process.

Employee Desktop Live Viewer 55

Website: http://www.nucleustechnologies.com | Support Center: http://www.nucleustechnologies.com/supportdesk/




Installation Guide

The success message "Employee Desktop Live Viewer uninstalled successfully” will be displayed.
To uninstall from control panel

1. Click the Start button and then point to Control Panel and then select and double-click the Add
or Remove Programs icon.

2. Select Employee Desktop Live Viewer from the generated list of programs installed on the
computer and click the Remove button.

3. Repeat the steps 2 to 6 (from uninstall from Windows start menu) and complete the un
installation process of the Viewer.

@ All the registered computer(s) get unregistered / removed from the Viewer,
once the Viewer is uninstalled. You are required to register the computer(s) again for
continued monitoring.
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Un Install the Agent

The agent of Employee Desktop Live Viewer can be un-installed from the target computer(s) in two
ways:

1. From Viewer

2. Manually

To uninstall agent from viewer

1. On the Options menu, click Uninstall Agent or click Uninstall Agent button from the
Toolbar. The Uninstall Agent dialog box will appear.

@ Uninstall Agent

Select the Computer(z] and click the Uninstall button.

[]5elect Al

Computer Name IP Address -~
] “WWwWEB11- 192.168.5099

] “wwEB-USERZ 1921685072

] “wwEB-USER 1921685070

] s 192.168.50.90

[] ““NDRWEES- 192.168.50.27

] “\NDFWEES- 19216850210

[ ] “MNDFRWEB29: 132.168.5094

] “MNDRWEE28- 192.168.5093

] “WNDRWEBZ27- 192.168.50.91

] ““NDRWEEZ2E- 192.168.50.88

] “WNDRWEEB21-USER 192.168.5092

] ““NDRWEEZ20- 192.168.50.86

[] ““NDRWEE10- 1921685079

[ 1 “\NDRWEET- 192168.5052 b

[ Urinstall ]| Close |

Software will list the Computer Name(s) where the Agent is installed with their IP Address.

2. Select the Computer Name(s) and click Uninstall to get the Agent uninstalled. Following message
box will be displayed:
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Employee Desktop Live Viewer

MOTE: IF wou have scheduled recording on any selected computer then it is recommended that
H_-\/ woll First import the recorded images then remove scheduled settings.,

Do wou skill want ko Uninskall Agent on selected Computer(s)?

s [ W |

3. Click Yes to continue and No to close the message box. To uninstall agent manually

1. Double-click My Computer icon from the desktop.
Select the drive where Windows operating system is installed. (here we will select the drive C)

Double-click the C drive and select the Windows folder. Double-click the selected folder to view
the folder contents.

Select and double-click the System32 folder to view its contents.
Find and double-click NU_SR_Uninstall.exe

After the setup gets executed, files services.exe and svchost.exe will get removed from the
ZX_Ag and ZX_Wh folders within the System32 folder.

7. This will ensure that the Agent has been successfully uninstalled from the target computer.
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